BY MICHAEL P. JOHNSON
& JEFF M. SPIVEY

AND THE SECURITY PROFESSION

Many organizations are competing to provide the definition of enterprise risk
management. Each definition is written from a different vantage point and para-
digm, with each attempting to promote a more contemporary process model
toward an enterprisewide, holistic view of risk management aligned more close-
ly with business processes, organizational goals and objectives.

The security profession has been struggling to develop methods that align
selection criteria for physical and logical mitigation controls with the fundamen-
tal aspects of risk management and organizational goals and objectives to quanti-
fy returns on investments in security people, processes and technologies. Security
and risk management professionals continue to struggle with the inability to
quantify a nonevent. How many times in our careers have we experienced the
frustration of senior managements decision to reduce funding in our respective
areas of responsibility because nothing happened? Is the absence of incidents the
result of effective security and risk management? Or is it the absence of risk itself?

Numerous factors inclusive of regulatory and marketplace drivers have provid-
ed the means to answer these questions and many more. Among these factors are:

¢ the evolution of the concept of security convergence—the combined manage-
ment of physical and logical security along with risk management and business
continuity—into the framework of enterprise security risk management (ESRM)
establishing and representing the function of security as a component of a com-
prehensive ERM model

¢ the enactment of new federal regulations for the creation of certified security
management systems providing the opportunity for specific tort liability reduc-
tion in the event of a terrorist attack, a potential reduction of insurance premi-
ums and the potential reduction of underwriting losses.



e the recognition, acceptance and
adaptation of the practices and prin-
ciples of guidelines, standards and
frameworks propagated by entities
like the International Organization
for Standardization (ISO), ASIS
International, the National Fire
Protection Agency (NFPA) and the
U.S. Department of Homeland
Security (DHS).

Herein is a synopsis of the factors
that enable security and risk manage-
ment professionals to collaborate and
quantify the effects of their efforts on
the organization’s bottom line.

From Security Convergence to ESRM
ASIS International, the world’s largest
organization for security professionals,
is playing a major role in the refine-
ment of a new security paradigm in
the backdrop of risk management;
paving the way for a natural migration
and progression from security conver-
gence to ESRM.

The first major initiative was the co-
creation of the Alliance for Enterprise
Security Risk Management (AESRM)
in February 2005. This organization
embodied the collaborative efforts of
ASIS International, the Information

Systems Auditing and Control
Association  (ISACA) and the
Information ~ Systems  Security

Association (ISSA) to accelerate the
understanding and adoption of con-
vergence between physical and logical
security along with the long-term goal
of developing approaches for enter-
prise security risk management.
According to the AESRM, “The
need for the alliance is predicated on
the significant increase and complexi-
ty of security-related risks to interna-
tional commerce from terrorism,
cyber-attacks, Internet viruses, theft,
fraud, extortion and other threats that
require corporations to develop a
more comprehensive approach to pro-
tect the enterprise. That approach
often features convergence, a holistic
view of security that takes an integrat-
ed approach to information and tradi-
tional security. It ensures that all func-

tions within the enterprise work
together to identify and mitigate risks,
and to effectively manage security-
related incidents to reduce a potential
negative impact on people, profitabili-
ty and property.”

The alliance has four main objec-
tives, which it plans to advance
through research, executive seminars
and other educational offerings to
benefit security and other business
executives:

* Develop adaptive risk models that
embody interdisciplinary, enterprise
wide security risks

¢ Increase understanding among exec-
utive management concerning the
critical importance of enterprise
security risk management

* Promote consistent enterprise secu-
rity risk management positions to
influence policymakers

els, with the lexicon of ERM becoming
more prevalent at the C-level suite of
corporate officers, regulators, stock-
holders and financial ratings agencies.
The formal integration of the security
convergence thought process into an
ERM model or framework would
work to improve the risk identifica-
tion, assessment and mitigation activi-
ties within any organizational risk
management program. This type of an
integrated framework raises awareness
among executive level managers of the
functions and responsibility of securi-
ty and risk management professionals
and their contributions to the sustain-
able success of their organization.

A new framework called ESRM rep-
resents the natural progression of
security convergence and a direct link
to ERM. The ESRM model does not
look to compete with, nor replace, tra-
ditional ERM definitions or models,

ESRM REPRESENTS THE

NATURAL PROGRESSION OF

SECURITY CONVERGENCE AND

A DIRECT LINK TO ERM.

* Contribute to the qualifications and
competencies of senior executives
responsible for security risk.

Security convergence is a powerful
concept whose acceptance and adap-
tation has not moved as quickly as
anticipated. Perhaps this is because
the word “convergence” has become
overused or synonymous with the
worlds of technology convergence or
regulatory convergence? Or could
there be a tendency for most organiza-
tions to manage the disciplines inher-
ent in this convergence concept at the
tactical and operational levels with lit-
tle regards to the strategic value of
security convergence?

The concepts implicit within ERM
address management activities at the
tactical, operational and strategic lev-

but represents an opportunity to clar-
ify security’s role in risk management
while following ERM’s cross-function-
al collaboration with a broad range of
disciplines.

Enterprise Security Risk Management
In order to facilitate migration beyond
security convergence toward the more
holistic model of ERM, the following
is a proposed definition of ESRM:

“The component of an enterprise risk
management model focused on the
security perspective for identification,
assessment, and mitigation of those
events that impact an organization’s
ability to achieve its business goals
and objectives, ESRM concentrates
on organizational activities relating
to the planning, prevention, response,



resiliency, recovery and resumption of
events; creating physical, technical
and administrative mitigation con-
trols that provide for the deterrence,
detection, assessment and response to
such events. ESRM is a holistic risk
management process that aligns
organizational drivers affecting strat-
egy, processes, people, technology and
knowledge to protect key assets in
accordance with governance, risk,
and compliance (GRC) requirements.
ESRM requires cross-functional col-
laboration within the back drop of
ERM between multiple management
disciplines including, but not limited
to physical and logical security, safe-
ty, legal, risk management, crisis
management and business continuity
planning.”

ESRM demands that security organ-
izations develop a holistic view and
understanding of all risks that could
potentially affect the enterprise.
Security must also understand its roles
and shared responsibilities in manag-
ing all risks. The traditional silo
approach to risk management is
replaced with a new paradigm in
which everybody must understand
and share the responsibilities for the
coordinated management and treat-
ment of risks.

The broad acceptance of this defini-
tion of ESRM—or one like it—will
provide the missing link between
security, security convergence and
ERM. This definition does not aspire
to compete with or replace existing
ERM definitions, frameworks and
methodologies. Quite to the contrary,

ESRM in accordance with definition
above is designed to be a “component
of an ERM facilitating cross-functional
collaboration between multiple man-
agement disciplines.”

Security and risk management pro-
fessionals, auditors, and attorneys do
not run organizations, but are normal-
ly engaged as advisors to senior man-
agement. Therefore it is important that
subsequent definitions relating to
components of ERM be grounded in
the professional discipline and para-
digm of the authoritative agency, but
be conveyed in a fashion that is mean-
ingful to our collective clients—gener-
al business practitioners that comprise
senior management of organizations
that hire us as advisors. Well-defined,
function-specific components of a uni-
fying ERM model, aggregated into a
mature ERM framework will strength-
en our collective ability to manage risk
and safeguard organizational assets.

Federal Legislation Creates Opportunity
The second major initiative of ASIS
International is obtaining designation
as “certified technologies” for ASIS
International Guidelines and profes-
sional certifications by the U.S.
Department of Homeland Security
(DHS) under the SAFETY Act of 2002
providing tort liability reduction in
the event of a terrorist attack.

Two recently enacted federal regula-
tions provide for a plan by which
approved technologies, processes,
methodologies and professional certi-
fication used in protection strategies
for organizational assets can be certi-
fied by DHS, thereby providing vary-
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ing levels of tort liability reduction.

In accordance with the Support
Anti-Terrorism by Fostering Effective
Technologies Act of 2002 (SAFETY
Act of 2002), U.S. Department of
Homeland Security has designated
several guidelines (methodologies)
developed by ASIS International, and
the ASIS professional certification
(Certified Protection Professional or
CPP) as qualified technologies under
this act. The most significant develop-
ment associated with this approval is
that ASIS guidelines providing
methodologies that could reduce the
risks or effects of terrorism are now
qualified as a “technology.” This devel-
opment is significant in that compa-
nies can reduce or limit their liability
arising out of terrorist acts by using
DHS designated ASIS methodologies
or ASIS professional certifications
(CPP, PSP, PCI).

There is both a “designation” and
“certification” under the SAFETY Act.
Designation allows for the “seller,” or
provider of the technology, to be liable
for a percentage of economic damages
proportionate to their responsibility for
the harm with a bar on punitive dam-
ages and prejudgment interest. It also
provides for the reduction of the plain-
tiffs recovery by amounts the plaintiff
received from “collateral sources” (i.e.,
insurance benefits) and that claims can
only be made in federal court. The cap
of damages is set by DHS.

The DHS certification of sellers
(providers of the technologies) addi-
tionally receives a presumption of
immediate dismissal. In both circum-
stances, however, claims against cus-
tomers are to be immediately dis-
missed. This opportunity to lower or
eliminate liability is significant and
should be explored by everyone hav-
ing terrorism insurance or that
believes they may be involved in a ter-
rorist event.

The SAFETY Act only applies to
acts of terrorism, not ordinary crime;
does not distinguish between a U.S. or
foreign entity; and applies to acts of
terrorism outside of the United States
as well. For comparison, the original



Terrorism Risk Insurance Act legisla-
tion and its first extension only cov-
ered foreign terrorist events. The
SAFETY Act covers both foreign and
domestic terrorism events (as declared
by the head of the DHS) and terrorist
events affecting the overseas interests
of U.S.-based companies.

The opportunity to understand
these risks and reduce liability for the
sake of lowering the company’s expo-
sure is one important reason to further
examine this opportunity. The other
reason, which may also be the impetus
for immediate action is the possibility
of lower insurance premiums related
to terrorism. Everyone wins through
reduced risks and lower insurance pre-
miums for insured and corresponding
lower underwriting losses and higher
underwriting profits for insurers.

Risk management considerations
are playing an ever-increasing role in
security-related strategies and deci-
sion-making processes. This develop-
ment results in an unparalleled oppor-
tunity to understand security risks
and quantify opportunities for sav-
ings. It creates the ability to obtain
more appropriately priced insurance
resulting in leveraging the upside of
risks via a more focused balance of
risks and rewards. Not only is the size
of risks getting larger, but the convo-
lution of managing them is as well.

Early adopters of the SAFETY Act
have used this designation or direct
DHS certification in negotiations with
their terrorism insurance provider to
obtain favorable rates. Whether prop-
erty owners, property management
companies or businesses directly
inclined to purchase terrorism insur-
ance, the SAFETY Act can have signif-
icant added value and act as a positive
differentiator. The ability to under-
stand the upside of the SAFETY Act
designation or certification tools can
set your company apart when manag-
ing insurance costs or demonstrating
tort liability reduction for your cus-
tomers. The upside is measurable and
can make a positive and quantifiable
contribution to profitability while
improving the state of security.
Comparing Notes
Today’s regulatory landscape and
numerous marketplace drivers have
provided the means to quantify the
effectiveness and efficiency of invest-
ments in security and risk manage-
ment programs and the security and
the risk management professions are
beginning to understand the syner-
gies of these efforts. Risk managers
have much to share with security pro-
fessionals regarding risk models,
qualitative formulas to measure risk,
return-on-investments in risk man-
agement and security.

Conversely, security executives can
assist risk professionals in the areas of
risk identification and assessment pro-
viding guidance and prioritization of
technical and natural hazards most
likely to affect their organization.
Additionally, the security industry’s
focus, knowledge and experience with
mitigation controls can be leveraged
by risk managers to obtain a reason-
able level of assurance about the effec-
tiveness of these controls.

At the end of the day, it is all about
articulating the business case to stake-
holders and C-level decision makers,
enabling them to manage uncertain-
ties as the enterprise creates value.
Security and risk managers using the
ESRM framework and SAFETY Act
designated and certified technologies
will be empowered to do good for
themselves, their customers, employ-
ers and owners. B
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